
National Healthcare Safety Network (NHSN) 
Long-term Care Facility Component 

NHSN Enrollment 

National Center for Emerging and Zoonotic Infectious Diseases 
Division of Healthcare Quality Promotion 



Long-term Care Facility (LTCF) Component 

 This NHSN Component is intended for use by the 
following LTCF types; 
 
 Skilled Nursing Facilities and Nursing Homes 
 Facilities for persons with Developmental Disabilities 
 Assisted Living or Residential Care Facilities 

 
 

 If you are another type of LTCF and interested in using the 
NHSN LTCF Component, please contact the NHSN helpdesk 
nhsn@cdc.gov 

 

 

mailto:nhsn@cdc.gov


Audience 

 Any person enrolling a LTCF in NHSN 
 This person is known as the NHSN Facility Administrator 

• Does not need to be your Facility Administrator 

 NHSN group users who want to understand the 
facility enrollment process 
 Groups enroll in NHSN differently than facilities, please see 

Guides for the Group Function in the NHSN Resource Library 
http://www.cdc.gov/nhsn/library.html#group 

http://www.cdc.gov/nhsn/library.html#group


Learning Objectives 

 Where to find resources for NHSN enrollment 

 Define NHSN users roles 

 Explain NHSN Enrollment Steps  1 – 5 



NHSN Enrollment Resources 

NHSN Helpdesk email: 
nhsn@cdc.gov 

 
General enrollment resources 

http://www.cdc.gov/nhsn/enroll.html  

 
LTCF specific enrollment and 

reporting resources 
http://www.cdc.gov/nhsn/ltc/  



NHSN Facility Administrator Enrollment Guide 

 A general NHSN resource, not 
specific to LTCF Component 
 

 Contains NHSN enrollment 
instructions and tips 



Enrollment Checklist for LTCF 

 The checklist is a helpful 
tool for LTCF to complete 
enrollment efficiently 

 Complete all steps in 
order 



Key Personnel Roles 

 The Facility Administrator - the person who enrolls a 
facility in NHSN  
 Manages NHSN users and user rights 
 Can add, edit & delete facility data 
 Authority to nominate groups (data sharing arrangements) 

 Only the Facility Administrator can reassign their role to 
another user  



Key Personnel Roles 

 NHSN LTCF Contact Person 
 Interacts most closely with CDC 
 Can be the Facility Administrator or someone different 

 NHSN User 
 User rights to are determined by Facility Administrator 

• Rights to view, enter, and perform analysis of data 
 Users may also be given administrative rights 

 One person may hold multiple roles 



 

 

 

 

 

 NHSN Enrollment 
Step 1 

5. Sign and Send Consent 
Receive ‘NHSN Enrollment Approved’ email 

4. Submit Forms Electronically 
Receive ‘NHSN Facility Enrollment Submitted’ email 

3b. Install Digital Certificate 
Receive ‘Action Required-Digital Certificate is Ready to Install’ email 

3a. Request Digital Certificate 
Receive ‘NHSN Digital Certificate Request Confirmation’ email 

2. Register 
Receive ‘Welcome to NHSN’ email 

1. Training and Preparation 



Training and Preparation (Step 1) 

 Review all training materials before beginning 
enrollment 

 Training requirements are listed on the Long-term 
Care Facility Component website 

 Any person collecting data, regardless of whether or 
not they have access to NHSN for data entry, must 
be familiar with the NHSN LTCF Protocols 



Training and Preparation  (Step 1) 

 Technical steps for enrollment may require 
assistance from your IT manager or department 

 Change spam-blocker settings to allow all email 
from: 
 nhsn@cdc.gov  
 PHINTech@cdc.gov 

 Add https://*.cdc.gov and https://*.verisign.com to 
trusted sites list and allow pop-ups 
 In Internet Explorer, open “Tools” menu, select “Internet Options” 
 Add trusted sites on the “Security” tab 
 Allow pop-ups on the “Privacy” tab 



 

 

 

 

 

 

NHSN Enrollment 
Steps 2 

5. Sign and Send Consent 
Receive ‘NHSN Enrollment Approved’ email 

4. Submit Forms Electronically 
Receive ‘NHSN Facility Enrollment Submitted’ email 

3b. Install Digital Certificate 
Receive ‘Action Required-Digital Certificate is Ready to Install’ email 

3a. Request Digital Certificate 
Receive ‘NHSN Digital Certificate Request Confirmation’ email 

2. Register 
Receive ‘Welcome to NHSN’ email 

1. Training and Preparation 



Register (Step 2) 

 Read and Agree to the Rules of Behavior 
 Go to http://nhsn.cdc.gov/RegistrationForm/index.jsp 

http://nhsn.cdc.gov/RegistrationForm/index.jsp


Register (Step 2) 

 The NHSN Facility 
Administrator completes 
this form: 

 Name 
 Check your email address! Use the 

same email address for all 
enrollment steps 

 CCN is a 6 digit CMS Certification # 
 Click ‘Save’ 

Required trainings are listed on 
the NHSN LTCF Component 

website.  Indicate the date you 
completed training. 



Register (Step 2) 

 Following successful 
registration, you will 
immediately receive a 
welcome to NHSN 
email with 
instructions to 
request a digital 
certificate (step 3a) 



 

 

 

 

 

 

NHSN Enrollment 
Step 3a 

5. Sign and Send Consent 
Receive ‘NHSN Enrollment Approved’ email 

4. Submit Forms Electronically 
Receive ‘NHSN Facility Enrollment Submitted’ email 

3b. Install Digital Certificate 
Receive ‘Action Required-Digital Certificate is Ready to Install’ email 

3a. Request Digital Certificate 
Receive ‘NHSN Digital Certificate Request Confirmation’ email 

2. Register 
Receive ‘Welcome to NHSN’ email 

1. Training and Preparation 



Secure Data Network (SDN) & Digital Certificate 

 SDN provides secure online access to and exchange of 
information between CDC & public health partners 

 Users enroll in SDN and obtain a digital certificate to get 
access to CDC applications 

 A digital certificate is an electronic document installed on 
a user’s computer  to certify the user’s: 
 Identity 
 Authorization to exchange information on the network 

 CDC uses SDN so that users transfer information 
privately and securely to NHSN 

 There are specific IT requirements for digital certificate 
installation 



Request Digital Certificate (Step 3a) 

 Arrive at this website from welcome email link 
 Enter the password provided in the welcome email 
 Press “Accept” 



 SDN enrollment 

Important! 
Use the same email 

address entered 
during registration 
(step 2) and verify 

that is it correct 

Request Digital Certificate (Step 3a) 



Request Digital Certificate (Step 3a) 

 Select “National Healthcare Safety Network (NHSN)” 
from the Programs listed 

 Select “NHSN Enrollment” from the activities listed, then 
click ‘Next’ 



Request Digital Certificate (Step 3a) 

 Create your SDN challenge phrase (password) 

 You will need to provide your challenge phrase 
(password) every time you access NHSN 
 Make a copy of your challenge phrase (password) for future 

reference 
• Note upper and lowercase  letters and any special characters 

 Enter and confirm your SDN challenge phrase 
(password),  choose “Next”  

Important! Make a copy of your challenge phrase 



Creating your challenge phrase 



Request Digital Certificate (Step 3a) 

 Once your challenge phrase (password) is created, you 
will receive confirmation that your digital certificate has 
been requested 
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NHSN Enrollment 
Step 3b 

5. Sign and Send Consent 
Receive ‘NHSN Enrollment Approved’ email 

4. Submit Forms Electronically 
Receive ‘NHSN Facility Enrollment Submitted’ email 

3b. Install Digital Certificate 
Receive ‘Action Required-Digital Certificate is Ready to Install’ email 

3a. Request Digital Certificate 
Receive ‘NHSN Digital Certificate Request Confirmation’ 

2. Register 
Receive ‘Welcome to NHSN’ email 

1. Training and Preparation 



Install Digital Certificate (Step 3b) 

 Within 3 business days receive an email from PHINTech 
with digital certificate installation instructions 
 Email subject line is  “Action Required – Your CDC Digital 

Certificate Is Ready to Install” 

 If you do not receive the email within 3 business days, 
contact SDN 
 e-mail: phintech@cdc.gov   
 telephone: 1-800-532-9929 



Install Digital Certificate (Step 3b) 

 Email contains instructions and installation link 



Install Digital Certificate (Step 3b) 

 Download the digital certificate onto the computer that you 
will use to access NHSN & report data  

 Follow instructions in the email carefully 
 Recommend involving your IT manager/department 
 Must use Internet Explorer to download 

 Add trusted sites: 
• https://*.cdc.gov/  
• https://*.verisign.com/ 

 Click link in digital certificate request approved email 
 Enter  your challenge phrase (password) & click  “Submit” 



Install Digital Certificate (Step 3b) 

 Click “Download” to install digital certificate 



Install Digital Certificate (Step 3b) 

 Download begins automatically 
 If system settings are correct 

• If settings are incorrect, contact your IT manager/dept. and/or SDN 
 Security warning asks if you want to install and run VeriSign 

Import Control, click “Yes” 

 Once installed, confirmation page appears 
 Verify installation in Internet Explorer 

• Click on “Tools”  menu, choose “Internet Options” 
• Select the “Content” Tab, click “Certificates” button 

 Save a copy of the digital certificate to an external device 
• Locate your certificate in Internet Explorer, click “Export” to save  



Save a Copy of your Digital Certificate 

You will be prompted for a ‘key’ to export 
your digital certificate.  The key is your 

challenge phrase (password). 



Install Digital Certificate (Step 3b) 

 If digital certificate is correctly installed, you will 
immediately be able to access https://sdn.cdc.gov/ 

 If you cannot access SDN’s Public Health Partners 
website, contact SDN at 1-800-532-9929 



Digital Certificates 
 Digital certificates are user specific (one per user): 

 Do not share your digital certificate! 
 Install it on the computer you will use for NHSN reporting 
 If different users share a computer for NHSN, multiple 

certificates can be installed on same computer 
 You can install your digital certificate on additional computers if 

necessary (e.g., your work desktop & laptop) 

 Save a copy of it to an external device as soon as it is 
installed 

 CDC pays for digital certificates 
 Digital certificates must be renewed annually - email is 

sent 30 days before expiration 
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NHSN Enrollment 
Step 4 

5. Sign and Send Consent 
Receive ‘NHSN Enrollment Approved’ email 

4. Submit Forms Electronically 
Receive ‘NHSN Facility Enrollment Submitted’ email 

3b. Install Digital Certificate 
Receive ‘Action Required-Digital Certificate is Ready to Install’ 

3a. Request Digital Certificate 
Receive ‘NHSN Digital Certificate Request Confirmation’ email 

2. Register 
Receive ‘Welcome to NHSN’ email 

1. Training and Preparation 



Submit Forms Electronically (Step 4) 

 To log on to NHSN, go to SDN’s Public Health Partners 
website:  https://sdn.cdc.gov 

 Enter your challenge phase (password) 

https://sdn.cdc.gov/


Access NHSN Enrollment (Step 4) 



Access Enrollment Forms (Step 4) 

 First, click ‘Access and Print required enrollment forms’ 



Print LTCF Component Enrollment Forms (Step 4) 
 Print both forms for the LTCF Component 

 Facility Contact Information 
 Annual Facility Survey 

 Complete forms before entering information in NHSN 



LTCF Component Forms 

 Paper forms also available at 
http://www.cdc.gov/nhsn/PDFs/LTC/forms/57.137_LTCFSurv_BLANK.pdf  

 Some fields are required and denoted by (*), others are optional and 
for your own use 

 Use the Annual Facility Survey “Table of Instructions” to help with 
completion 
 Table of Instructions available at http://www.cdc.gov/nhsn/PDFs/LTC/forms/57.137-

TOI-Annual-Facility-Survey-7-6-2012.pdf 

 

http://www.cdc.gov/nhsn/PDFs/LTC/forms/57.137_LTCFSurv_BLANK.pdf
http://www.cdc.gov/nhsn/PDFs/LTC/forms/57.137-TOI-Annual-Facility-Survey-7-6-2012.pdf
http://www.cdc.gov/nhsn/PDFs/LTC/forms/57.137-TOI-Annual-Facility-Survey-7-6-2012.pdf


Enroll a Facility (Step 4) 
 After accessing, printing and completing the required 

enrollment forms, click “Enroll a facility” 
 

 From here, complete Enrollment Step 4 in one session! 
 You cannot save work in progress 

http://www.cdc.gov/
http://www.cdc.gov/


Facility Contact Information (Step 4) 

 You will need to 
enter your 
facility CCN 

 
 If your facility 

does not have a 
CCN contact the 
NHSN help desk 
nhsn@cdc.gov 
 

 

mailto:nhsn@cdc.gov


Facility Contact Information (Step 4) 
 Select most appropriate 

Facility Type from 
 LTC-ASSIST - Assisted Living 

or Residential Care Facility 
 

 LTC-DEVDIS -Developmental 
Disabilities Facility 
 

 LTC-SKILLNURS - Skilled 
Nursing Facility or Nursing 
Home 
 
 

 Select the Long Term 
Care Facility Component 
  

 The NHSN Facility Administrator is person enrolling the facility 
 IMPORTANT! Use the same email address as in steps 2 and 3 



Facility Contact Information (Step 4) 

 LTCF Component enrollment requires a LTCF Contact 
Person 
 Person who will be most involved with LTCF surveillance 
 Can be the same person as the Facility Administrator 



Annual Facility Survey 



Submit Forms Electronically (Step 4) 

 Once information is saved, a green checkmark displays 
next to it 
 Can print a completed survey for your records 

 Once all required information is entered and saved,  click 
‘Submit’ 
 If you print your survey, don’t forget to press submit! 



Submit Forms Electronically (Step 4) 

 Once required forms are submitted, confirmation 
message displays 

 Facility Administrator will immediately receive an NHSN 
email with a link to your consent form 
 If you do not receive this email, contact the NHSN Helpdesk 

• nhsn@cdc.gov  

mailto:nhsn@cdc.gov
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NHSN Enrollment 
Step 5 

5. Sign and Send Consent 
Receive ‘NHSN Enrollment Approved’ email 

4. Submit Forms Electronically 
Receive ‘NHSN Facility Enrollment Submitted’ 

3b. Install Digital Certificate 
Receive ‘Action Required-Digital Certificate is Ready to Install’ email 

3a. Request Digital Certificate 
Receive ‘NHSN Digital Certificate Request Confirmation’ email 

2. Register 
Receive ‘Welcome to NHSN’ email 

1. Training and Preparation 



Sign and Send Consent (Step 5) 

 NHSN email, subject line “NHSN Facility enrollment 
submitted” links to your consent form 
 Consent forms are facility-specific, you must print the consent 

form provided in the email link 

 You have 30 days to open the link and print form 

 Once printed, CDC must receive it within 60 days 



Sign and Send Consent (Step 5) 

 May need to login to SDN’s Public Health Partners page 
and then copy the link and paste into the browser to 
open the consent form 



Sign and Send Consent (Step 5) 
 Agreement to Participate  
    and Consent includes: 

 NHSN Purposes 
 Eligibility 
 Data collection and  
     reporting requirements 
 Assurance of Confidentiality 

 

 Must be signed by 
 Long-term Care Facility Contact  
     Person (see slide 43) 
 Your facility Leadership 

 Requires signature from the highest 
level administrator at your facility 

 



 2-3 business days after NHSN receives signed consent 
form, NHSN will activate your facility 

 NHSN email notification of facility activation 

Sign and Send Consent (Step 5) 



 

 

 

 

 

 

 

 

NHSN Enrollment 
Steps 1 – 5
complete 

5. Sign and Send Consent 
Receive ‘NHSN Enrollment Approved’ email 

4. Submit Forms Electronically 
Receive ‘NHSN Facility Enrollment Submitted’ email 

3b. Install Digital Certificate 
Receive ‘Action Required-Digital Certificate is Ready to Install’ 

3a. Request Digital Certificate 
Receive ‘NHSN Digital Certificate Request Confirmation’ email 

2. Register 
Receive ‘Welcome to NHSN’ email 

1. Training and Preparation 



Enrollment is complete: Next is NHSN Set-Up 

 Set-up training for the NHSN LTCF Component is 
available  

 Set-up NHSN for your facility 
 Add users & assign user rights (optional) 
 Create Monthly Reporting Plans (required) 

 Set-up is required before data can be reported 



 

Suggested NHSN Enrollment Timeline
 

Complete 
training 

Register 
and 

Request 
Digital 

Certificate 

Submit 
required 

enrollment 
forms 
online 

Submit 
consent 

form, wait 
2-3 days

for 
activation 

Set-up 
NHSN & 

begin 
reporting 

data 

1st week 2nd week 3rd week 4th week 5th week 

Work on LTCF Component -
Annual Facility Survey 

Install 
Digital 

Certificate 



Important !! 

 Email is our only way to communicate with you! 

 Please email nhsn@cdc.gov with any changes in 
your email address 



Next Steps - If you plan to enroll 

 Agree to Rules of Behavior and Register your Facility 

 Print and begin the LTCF Component - Annual Facility 
Survey 

 Print the enrollment checklist 

 

 NHSN LTCF Component website www.cdc.gov/nhsn/ltc/ 

http://www.cdc.gov/nhsn/ltc/


For more information please contact Centers for Disease Control and 
Prevention 
1600 Clifton Road NE, Atlanta, GA 30333 
Telephone, 1-800-CDC-INFO (232-4636)/TTY: 1-888-232-6348 
E-mail: cdcinfo@cdc.gov  Web: www.cdc.gov 

The findings and conclusions in this report are those of the authors and do not necessarily represent the official 
position of the Centers for Disease Control and Prevention. 

Contact the NHSN Helpdesk at 
nhsn@cdc.gov 

Questions? Problems? 

mailto:nhsn@cdc.gov
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